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We are registered with the Information Commissioner’s Office - Z1315632 

 

Information security is taken very seriously by Strictly Financial, and is the joint responsibility of 

both owner/ directors.  We employ a specialist IT company to provide us with these services 

and ensure that all appropriate security measures are in place and are constantly updated.   

 

We are very conscious of data protection/ information security issues and follow good business 

practice to ensure that these are kept secure including: 

 
• Secure mail 

• Sensitive data is deleted on job completion.  During use, these files are stored on MS 
Office 365 cloud server and are not stored on portable hardware 

• Encryption keys and a security incident register are being introduced in 3rd quarter 2018 

• No customer data is ever transferred to/ kept on mobile technology – any sensitive 

information is saved to Office 365 

• Laptops are only used for tendering and debrief presentations, are never used to store 
sensitive client data, and are password protected 

• Memory sticks are never used to store sensitive client data 

• Mobile phones, which are used in two-factor authentication for access to MS Office 365 
Sharepoint, are protected with fingerprint ID 

• Our password policy forces us to have strong passwords which are a combination of a 
minimum of 8 characters, mix of upper and lower case and must contain both letters and 
number/ symbols  

• In addition, any commercially sensitive files are password protected 

• We employ a professional IT consultancy who ensure that our systems are secure and 
install the latest anti-virus and security software as soon as it is available.  Anti-virus is 
updated on a daily basis.   

• We are guided by our IT consultants re best practice and the appropriate levels of 
control for a business of our size.  Both directors take an educational and continued 
improvement approach to IT security and make sure that we keep up to date and 
personally adopt best practice.  Our system is able to identify which of us have accessed 
data via our unique system identifiers - so if a problem does occur we are able to identify 
the source (although this has never happened).   The system retains access logs which 
are reviewed quarterly or at our request/ at need  

• We adopt a largely paperless approach to our business and only print out data when 
being worked on (for example, respondent details/ recruitment questionnaires are only 
ever printed when we are actively using this information).  However, any hard copies/ 
confidential waste is firstly shredded, and then securely disposed of.  We take a 
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conservative approach to confidential waste, and shred or return all client materials 
supplied in hard copy. No confidential information is left on printers/ desks overnight 

• Every enquiry is assigned a unique job number, and any information pertaining to that 
job is saved into the specific job file.  Once a job has been completed, any sensitive 
information is deleted (as agreed with our client) – for example, sample files etc. 

• Information that is personally identifiable (such as recordings/ videos of interviews) is 
transferred to Office 365 as soon as practicable (usually within 48 hours), and digital 
copies deleted from recording devices etc. 

• Physical security – responsibility of the directors and of our premises landlords. No client 

sensitive data is kept onsite 

 

In addition to the day to day measures, we are also conscious of the need to keep up to date 

with the latest good practice.   We receive information updates from both the ICO and our IT 

consultants and attend seminars (when appropriate) that are run by our IT consultants 

including: 

 
• Security policy and standards creation/ enforcement  

• Security awareness and training  

• Vulnerability management/ threat assessment  

• Security event monitoring   

• Architecture and engineering of security infrastructure  

 

 

Sub-contracting 

 

We do use recruitment agencies to provide research participants.  Often this is free found, but it 

may also include list recruitment and so we may pass on limited data to field recruitment 

companies.   

 

All of the companies that we use are registered with the Data Commission and have their own 

data security policy - this is provided to us and reviewed to ensure that it meets our required 

standards.  Contractors are required to contact us immediately should any incidents occur, and 

once completed, delete any confidential information and confirm this to us via email.   

 

All subcontractors are either recommended to us or are already known to us.  When initially 

appointing sub-contractors, we ensure that we have a personal meeting at their offices where 

issues such data protection are discussed, we check that they are members of relevant 

organisations (MRS, ICO etc.) and, where relevant, we take references.   Depending on our 

frequency of work, we have regular (at least annual) meetings/ conversations with all our 
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subcontractors (quarterly for our IT consultants) to review the relationship, discuss any 

questions/ concerns arising and plan new activity/ investment - issues such as data security will 

be covered during these meetings.   

 

In order for the field recruitment companies to complete their task they will require the client 

data (name, address, contact details and research quota information) - we review the sample 

files and delete any unnecessary information before passing it on.   Pre/ post/ during projects 

we are in constant contact with the third parties discussing all aspects of the project, including 

data privacy and any questions or queries are resolved as we progress.  Once the project is 

complete we receive confirmation that the data has been securely deleted/ disposed of 

according to our standards. 

 

In addition to this, the two directors regularly discuss security issues/ concerns, identify where 

we can make improvements and implement best practice.  Note that as a small business we 

are able to react very quickly to any threats and/ or changes to security policy required and 

implement required updates almost immediately. 

 

Data breach and cybercrime 

 

In the event of a data breach Strictly Financial Ltd consider the following: 

• Containment and recovery – the response to the incident includes a recovery plan and, 
where necessary, procedures for damage limitation. 

• Assessing the risks – assess any risks and adverse consequences associated with the 
breach, as these are likely to affect how the breach needs to be contained. 

• Notification of breaches – informing the Information Commissioner’s Office or other relevant 
Supervising Authority as necessary (within 72 hours), law enforcement agencies, our IT 
consultants, data controllers on whose behalf we are working and individuals (whose 
personal information is affected) about the security breach is an important part of managing 
the incident 

• If cybercrime is involved Strictly Financial will immediately alert our IT consultants and the 
relevant authorities (e.g. the police Cybercrime Unit) as well as data controllers on whose 
behalf we are working and individuals whose personal information is affected 

• Evaluation and response – it is important to investigate the causes of the breach, as well as, 
the effectiveness of controls to prevent future occurrence of similar incidents. 

• Additionally, Strictly Financial Ltd will also look to ensure that any weaknesses highlighted 
by the information breach are rectified as soon as possible to prevent a recurrence of the 
incident. 

 


